[Tpunoxenue Ne 2

Oo0s3aTeancTBa Kimenrta

IO BBINMMOJTHEHU IO ITPAaBUJI O0e3omacHoi paGOTBI IpH UCII0JIB30BaHUM KJHEHTCKOM YacTH

B

Cucrems1 1IBO

cootBercTBuu ¢ JloroBopom [IBO KiumeHT moarBepikmaer, 4To Mg oOecredeHus

6e3omacHoi paboTsl B kimeHTckoi yactu Cucremsl JIbO o6s3yercs:

]

o0eCTeYnTh 3alIUTy OT HECAaHKIIMOHMPOBAHHOTO jaoctymna K KimeHTckomy pabouemy
mecty (APM KinueHnTa), 3aliuTy OT HECAHKLMOHUPOBAHHOI'O JOCTYINA U COXPAHHOCTb
Kimtoueit OII, JlorunoB wu Ilaponeir nns Bxoma B Cucremy JIBO, 3amury ot
HECAHKIIMOHMPOBAHHOIO A0CTyna K MOOMIBHOMY YCTPOMCTBY € aKTHMBHUPOBAHHBIM
MoobusnbabIM nipuiioxkennem PayControl u MoOuinbHbIM nipuiioxkeHueM baHka, 3aiuTy
OT HecaHKUMOHMpoBaHHOro aocryna B Cucremy JIbO npu ucnonszoBanuu Kanana
J0CTyIa «MHTEerpanMOHHBIN Kimment-bank, a TaKxe 3aIIUTy oT
HECAaHKIIMOHMPOBAHHOTO JOCTYNA K JIpyroil KoH(uAeHIMaIbHOW HH(POPMALIUY;
HEe3aMeUINTEIbHO MHGOpMUPOBaTh baHK J100BIM JTOCTYHHBIM CHOcoOOM 000 Bcex
cllyyasix HEBO3MOXKHOCTH paciinppoBku DI, oTpuLaTelbHOrO pe3yibTara HpOBEpKU
noymHHOCTH DI, HemTarHo# pabdoTsl Cuctemsl 1BO, Henony4yenns nHGOPMAITMOHHBIX
coob1enuii banka;

COOJIIO/IaTh CIIEAYIOINE OPraHU3aIlIMOHHBIE MEPHI:

Tpe6oBanus k coxpannoctu [lapoas:

— Ilaponp BbIOMpaeTcst caMOCTOSATENBHO;

— eciou Ilaponb 3amucan Ha Oymare, TO XPaHUTCS B MECT€, HEAOCTYIHOM JUIs
HEYNOJIHOMOUYEHHBIX  JIML,  PEKOMEHJYeTCS  HCIIOJNb30BaTh  HalEXKHbBIE
MeTaJUINYEeCKHe XpaHWIIUILA, 000py10BaHHbIE BHYTPEHHUMHU 3aMKaMU;

— 3anpenieHo 3anuceiBath [laposib Ha CHEMHBIN HOCUTENb, MOHUTOP, KIaBUATYpy U
np.;

— Ilaponp nomkeH coiepkaTh HE MEHee 8 pa3MYHbIX CUMBOJIOB (OYKBBI, IIUQPHI,
O0JbIION / MaJIBIi PErUCTp, CIIELCUMBOJIBI);

— B kauectBe [lapons He nomKHBI ObITh Hcnonb3oBanbl: MUHH n npyrue pekBuU3nThI
Knuenta, wumena u  ¢amMwiuM, T[OCJIEIOBAaTEIbHOCTH, COCTOSALIUE U3
MOBTOPSAIOLIUXCS WM OAHUX LUGDD (B TOM yuciie HoMepa TenedOoHOB, MaMATHbIE
JaThl, HOMEpa aBTOMOOMJIEH U Ipoyee, YTO MOXKHO cBsi3aTh ¢ KiineHTom);

— npu Komnpomeranuu / momgo3penun Ha Kowmmpomeranuto [lapons cinemyer
He3aMeUTUTENbHO YBEIOMHUTD 00 3ToM baHk B cooTBeTcTBUM ¢ pa3aenom [lopsok
neiicteuil npu Komnpomeranuu / nono3pennn Ha Kommnpomeranuio HacTOSILIETO
[Ipunoxenus;

— pexkoMeHayemas NEpUOAMYHOCTh CMEHBI Mapoiid — He pexe 1 (ogHoro) pasza B 3
(Tpm) Mecsa.

IIpaBuia xpaneHus1 ¥ ucnoJb3oBanus KiiroueBbIxX HOcUTeJ 1€l :

— mua  xpaneHus USB-TokeHOB  HEoOXOAMMO  HCIOJB30BaTh  HAAEKHBIC
METAIJIMYECKHEe XpaHWIUIA, OOOpYyIOBaHHBIE BHYTPEHHUMH 3aMKaMU, IS
HCKJIFOYEHUS  BO3MOJKHOCTM  HECAHKIMOHUPOBAHHOIO  JOCTyna K HUM
HEYIOJHOMOYEHHBIX JIULL;

— 3amnpeuniaercs M3BJIeKaTh U3 XpaHuiuia Hocurenu ¢ Kimrouamu Oll, ecnu oHu He
ucnoib3ytoTes st pabotsl ¢ Cucremoit JIbO;

— HuKorga He mnepenaBaTh Kitoum OII TpeThuMm numaMm aiisi MPOBEPKH PabOTHI
Cucremsbl JIBO, mpoBepku HacTpoek B3aumojaeicTtBus ¢ bankom u 1.m. Ilpum



]

HE00XO0IMMOCTH TaKHUX IIPOBEPOK Y IOJTHOMOYEHHOE JTH1I0 KitneHTa 10KHO JINYHO
MOJKIIIOYATh HOCUTENb K paboueil cTaHuuu, yOeAUThCs, YTO Mapoiib JOCTYIa K
Kiroay BBoautcs B uaTepdeiic Cuctemsr J1bO, u muano BBectu [laposs, nckirodas
BO3MOXHOCTh ero Komnpomeranuy;

3ampenaercs nepenaBaTh KilodeBble HOCHUTENN TPETbUM JIMIAM, OCTABISATH Oe3
IIPUCMOTpPA, a Takxke (MpeANpUHUMATh MONBITKA 110 IPOBEIEHUIO 3aIMCH)
3anuceiBaTh Ha USB-TokeH mocTopoHHI010 HHOpMaIHio;

3arpeniaercs CHATHE HECAHKIIMOHUPOBAaHHBIX Konuii ¢ KirtoueBoro HocuTens;
npu Kommnpomeranuu / mogo3penun Ha Kommpomeranuio cpeabl HCIOTHEHHS
(Ha;mM4Ke B KOMIIBIOTEPE BPEIOHOCHBIX IIPOrpaMM), a TAK)Ke aTpUOYTOB 1OCTYIA K
MoobwipHOMY ycTpolicTBy (Jlorun, ITapons, rpaduuecknii ko4, PIN-kox u 1.1.)
CIIeyeT He3aMEeITUTENILHO YBEIOMUTh 00 ’TOM baHK B COOTBETCTBUU C pa3eiioM
[Topsanox nevictBuii mpu Kommpomeramuu / momo3penun Ha Kommpomeraruio
Hacrosuiero Ipunoxenus;

no TpeboBaHUIO paboTHHMKA TexHHuYeckor moznuepkku Cucremsr JIBO B cimyuae
nono3peHuss Ha KoMrpomeTanuio BBIMOJIHUTH aHTUBUPYCHYIO MpoBepky APM
Kimenra;

OKa3bIBaTh cojieiicTBUEe baHKy B ycTaHOBIE€HUHU (PAaKTOB HECAHKLMOHHUPOBAHHOIO
nocryna k Cucreme JIbO u Komnpomeranuu. O6ecnieunBath J0OCTYN paOOTHUKOB
baHka K TEXHHYECKUM Cpe/ICTBaM, Ha KOTOPBIX YCTAHOBJIEHA KJIMEHTCKas 4acTb
Cucremst J1bO ans nmpoBeaeHus padoT 1o e€ yCTaHOBKE U COMTPOBOXKICHUIO;

Cob0mronenne TpeOoBanMii mo olOecnedenuro Oe3zonmacHocTu KuroueBoid
uHopMmanum:

BCEe OTUYyXJaeMmble (BHewmHue) KiroueBble HOCHTENM JOJKHBI YUUTHIBATHCS
MO3K3EMIUIIPHO B CHEHMAIBHBIX JKYpPHAJaX COMNIACHO  YCTAHOBJIEHHOMU
HOpMaTuBHBIMU akTamu Poccuiickoit deneparnuu dhopme;

yuét u xpanenune Hocutened CK3U, yuér KiroueBbix HOCUTENEH HOKHBI OBITh
MOpPYUYEHBI CTIelUaIbHO Ha3HauUeHHBIM paboTHUKOM. Kaxnpril Bnagenen D11 Hecér
MIEPCOHABHYIO OTBETCTBEHHOCTb 32 €0 MCII0JIb30BAHUE U COXPAHHOCT;
MO3K3EMIUISIPHBIN YU€T COPMUPOBAHHBIX YTIOIHOMOUYEHHBIMU JHIIaMu KiueHta
Kpunrorpaguieckux Kirouei ocymiecTisercs: Kimentom;

xpaHneHnue KitoueBbIX HOCUTeNEH NOMYCKaeTcs B OJHOM XPaHWIHIIE C APYTUMHU
JOKYMEHTaMH IIPH yCIOBHH, UCKIIFOYAIOIIEM UX HENPEIHAMEPEHHOE Pa3pylICHNE
WM YHUUYTOKEHUE;

YOITHOMOYEHHBIMU JIMIAMU WJIM 110 MOPYYEHHUIO PYKOBOAMTENS OpraHU3alluu
OJTHUM M3 paOOTHHKOB M3 YMCIIa JOMYyLIeHHbIX K 3kcrunyaTauuu CK3U, nomxken
ITPOBOJIUTHCS IEPUOANYECKUI KOHTPOJIb COXPAaHHOCTH BxoAmero B cocras CK3U1
000pyZI0BaHUs, a TAK)KE BCETO0 MCHOIB3YEMOro MPOrPaMMHOI0 0OecrieueHust JUIs
MPeIOTBPALEHUS] BHECEHHUS TPOrPaMMHO-AIINaPaTHBIX 3aKJIaJ0K U BPEJOHOCHOTO
IIPOrPaMMHOT0 0OecrieueHHs..

IIpaBuia XpaHeHUs M UCIOJIB30BAHUA Y CTPOMCTB MOATBEPKICHUA:

JUIsL XpaHEeHus1 Y CTpOMCTB MOJATBEPKAECHUS HEOOXOIMMO HCIIONIb30BaTh HAEKHbBIE
METAIJIMYECKHEe XpaHWINIA, OOOpYy/lOBaHHbIE BHYTPEHHUMH 3aMKaMH, IJis
UCKJIIOUEHUSI  BO3MOXXHOCTH ~ HECAHKI[MOHMPOBAHHOIO  JOCTya K  HEMY
HEYNOJHOMOYEHHBIX JIMI ¥ MOBPEXKIEHUE MAaTEPUAIBHOTO HOCUTEIIS;

HE WU3BJIEKaThb M3 XPaHWIMIA YCTPOHCTBO MOATBEP)KICHUSA, €CIM OHO HE
ucnoib3ytoTes st pabotsl ¢ Cucremoit J1bO;

HE PACKpBIBATh TPETHUM JHIIaM HH(pOpMaIHio 00 YCTpoicTBE MOATBEPKACHUS,
HaXOJAIIEMCS B €r0 PaclopsKEHUH;



HE IIepelaBaTh €r0 B I0Jb30BAaHUE JIMLAM, HE SBIIAIOIIMMCS Y IOJJHOMOYEHHBIMU
nuuamu Knvenra, s paciopsiKeHus IEHEKHBIMHU CPEICTBAMU, HAXOAAIIMXCS HA
Cuére, UM B HHBIX LIEJSIX, OCTAaBIATH KiltoueBble HocUTENM 6€3 IPUCMOTPA;

B cllyyae yTpaTbhl WM IOJOMKHM YCTpPOHCTBA HOIATBEPXKIAECHUS HEOOXOAUMO
yBeIOMUTH 00 3ToM baHk B cooTBeTcTBUHU ¢ pazzaenoM [lopsaok neicTBuii mpu
Komnpomeranuu / nogo3pennu Ha Komnpomeranuto Hacrosiero [IpunosxxeHus.

OrpanuyeHue JocTyna HM TpeOOBaHUs K padouyuM MecTaM, € KOTOPbIX
ocyectsiasercs padora ¢ Cucremoii IBO:

[IpaBO  JOCTylla  MPEAOCTaBISETCS  TOJBKO  YIOJHOMOYEHHBIM  JIMIIaM,
HETOCPEAICTBEHHO ocymecTBIsomuM padory ¢ Cucremoit JIBO. HckmounTh
JOCTYIl K KOMIIBIOTEpaM HEYNOJIHOMOYEHHBIX JIUL, HE UMEIOUIMX OTHOLIECHUS K
pabote ¢ Cucremoii [bO;

3alpelaeTcss YCTaHOBKAa IPOTPaMMHBIX CpPEICTB, HE MpPEJHA3HAYCHHBIX IS
BBITIOJIHEHUST CIY)KEOHBIX 0O0s3aHHOCTEH YmonHoMo4yeHHbIX il Kinenra,
JoMyIeHHbIX K pabote ¢ Cucremoii [1bO;

IPUMEHATh Ha paboueM Mecrte JuieH3noHHble IO (omepanuoHHBIE CHCTEMBI,
oucHple TAKeTHl W Tp.), JUICH3HMOHHBIC CpPEACTBA AHTHBHPYCHOW 3allUTEHI,
obecreynTh  BO3MOXKHOCTb  PEryJIIPHOIO  aBTOMAaTHYECKOro  OOHOBIICHMS
aHTUBUPYCHBIX 0a3;

pabora ¢ Cucremoii JIbO HememIeHHO NpeKpamaeTcss NpU MOJO3PEHUH, UYTO
KOMIIBIOTEp 3apaXkeH, a TAaKKe B cilydyae OOHapy>KEHHs He3aperucTpUpOBaHHBIX
MIPOTpaMM WJIM HAPYIICHUS [EJIOCTHOCTH ONEPALMOHHON CUCTEMBI — 00sI3aTEIHHO
yBeIOMUTh 00 3ToM baHk B cooTBeTcTBUU ¢ paszzaenoM Ilopsaok neficTBuii npu
Kommnpomeranuu / nogo3penuun Ha Kommnpomeranutio HacTosiero [punoxenus;
st pabotel B Cucteme JIBO kpaiine HE peKOMEHIyeTCsl BHIOUpATh MEPEHOCHOM
koMmmbeloTep (HOYTOYK). Ecnm Knumentom BbiOpaH HOYTOYK, 3amperiaercs
MOJIKJIIOYATh HOYTOYK K CEeTSM OOIIero AOCTyNa B MecTaXx CBOOOJHOIO J0CTyNa B
WntepHer (MHTEpHET-Kade, TOCTUHHUIBI, OQUCHBIE LIEHTPHI U T.11.);

B ClIydae nepeaayu (CnucaHue, BBIOpOC, pEMOHT) CTOPOHHUM JIMIIaM KOMITbIOTEpa
(HoyTOYyKa), Ha KOTOpOM paHee Obuia ycraHoBieHa Cucrema JIBO, Heo6xoanMo
rapaHTUPOBAHHO YJAJIUTh C HETrO0 BCIO MH(OPMAIMIO, UCIOJIb30BaHUE KOTOPOU
TPETbUMHU JIMIIAaMH  MOJKET MOTEHIMAJbHO HAHECTH Bpea  (UHAHCOBOU
NeATEeTLHOCTH Wi UMUKy KimnenTa, B ToM unciie cineasl pabotsl B Cucteme J1bO;
WCIOJIb30BaTh JIOMOJIHUTEIBHOE TpPOrpaMMHOE OOECleueHue, I03BOJISIOIIEe
MIOBBICUTH YPOBEHb 3aIUTBI KOMIBIOTEPA — IEPCOHAIBHBIE MEKCETEBBIE IKPAHBI,
MPOrpaMMbl MOMCKA HIMHUOHCKUX KOMIIOHEHT, NMPOTPAMMBI 3aIIUTHI OT «CIaM»—
pacchUIOK U Ip.;

BKJIFOYMTh aBTOMAaTHYECKYIO OJIOKHPOBKY 3KpaHa Mociie yXoa YIOJIHOMOYEHHOTO
nuna ¢ pabodero Mecra.

Coburoaenne npaBui 6e30nacHoi padoThl B ceTH HHTEPHET HA paboyuX MecTax
Cucremsl 1BO:

He oTKpbIBaTh caiit Cuctemsl /IO mo ccbuikam (0COOEHHO OaHHEPHBIM WIIH
MOJIYYEHHBIM Yepe3 3JIEKTPOHHYIO MOUTY);

HE 0TBeYaTh Ha MOJ03pUTENbHBIE TUChMA C MPOCHOOI BBICIATH aBTOPU3ALIMOHHBIE
U Ipyrue KOH(pHIeHIIaIbHbIC TaHHbIC,

Ha KOMIIbIOTEpaX, UCHOJBb3yeMbIX Uit paboTel ¢ Cuctemoit J1BO, MCKIIOUUTH
MTOCEIEHUE UHTEPHET-CAUTOB COMHUTEIILHOTO COAEPKAHU, 3arPy3Ky U YCTaHOBKY
HenauneHsnonnoro 110 u t.1m.;



HE YCTaHAaBJIMBATh M HE COXPAHATH IOJO3PUTENbHBIC (ailiibl, MONyUYEeHHBIE U3
HECHAJIC)KHBIX UCTOYHUKOB, CKAYaHHBIC C HEU3BECTHBIX WeED-caiiToB, mpuciaHHbIe
IO 3JIEKTPOHHOM MMoYTe, MOJTYyYSHHbIE B TeEKOH(EPEHIINSIX;

Ha KOMITBIOTEPE 3aIIPEIICHO 3aIlyCKaTh POrPaMMbl, IOJYYCHHbBIE U3 HEHAIEKHBIX
HCTOYHUKOB;

eciau KIIMEHT 3KCIUTyaTUPYET BBIAECIECHHBIA BBICOKOCKOPOCTHOM KaHall JOCTYIa B
CeTh UHTEPHET, OTPAHUYUTDH Juana3oH |P-aapecos, ¢ KOTOPBIX pa3peuiéH J0CTYI K
Cucreme /IO c ucnonb3oBanuem Kitoueit OI1, 3apeructpupoBanHbix baHkom 1o
3asBieHuto, nepenanHomy Kinuenrom B baHk;

oOpamiate BHUMaHUE Ha JIOObIE HM3MEHEHUS B MPUBBIYHBIX IpoIEccax
ycraHoBieHus coenuaerns ¢ Cucremoit 1O wnu B pyHKunoHpoBaHUU CHUCTEMBI
JbO. Ilpy  BO3HMKHOBEHWH  JIIOOBIX  COMHEHHMH B  TPABUIBHOCTH
¢ynkunonupoBanuss Cucremsl /IbO HezamennuTensHO OOpaTHThCA B baHK 10
TeneoHy CiryKObl TEXHUYECKOM MOICPKKH, YKa3aHHOMY Ha O(HUIIHAILHOM caiiTe
banka B cetn MHTepHeT Www.abr.ru;

B Clly4ae NOsIBJIEHUS IpeaynpexaeHuil bpayszepa o nepenanpasienuu Knuenra Ha
npyroit cait npu nogkitoueHun Kk Cucreme JIbO banka, O0Ti0XuUTe COBEpILICHUE
orepauuii U obOpartuTech B cinyxOy moanepxku banka mo TenedoHy CiayXKObI
TEXHUYECKON MOAJIEPKKH, YKazaHHOMY Ha oduuuanbHoM caiite banka B cetu
Wutepuer www.abr.ru.

TpeGoBanus k corpyaankam Kiamnenra:

Knuent o00s3aH Ha3HauuTh [IprKa3oM yYHNOJHOMOYEHHBIX JHIl MO padore ¢

Cucremoir JIbO, yTBEepAMTH COOTBETCTBYIOINME JOJLKHOCTHBIE MHCTPYKLIMH,

UCKJIIOYUTh JOCTYIl K KOMIBIOTEpaM HEYNOJHOMOYEHHBIX JIMI, HE HMEIOLINX

oTHomeHus K pabore ¢ Cucremoit JIbO;

npu perucrtpauuu B Cucreme JIbO B coorBercTBuUM C pazzenoM Omulka!l

HcToyHUK CcCbUIKM He HaiijeH. HacTosuux [IpaBui, pyKOBOJICTBOBATHCS

Wuctpykuuen o ycranoske Cucremsl JJbO (ITpunosxenus

NoNe 5a — 50 x Hacrosium [paBunam);

Ka)XJ]0€ YIMOJIHOMOYEHHOE JIMI0, MMeroliee aocTyn K KiroueBbIM HOCHUTENSIM,

MapojisiM H  JIpyrol KoH(UIEHIMATbHOM HWHGOpPMAIUK, JOHKHO OBIThH

npOMH(POPMHUPOBAHO 00 OTBETCTBEHHOCTH 3a pasrjallieHHe KOH(HIECHIHATbHON

nH(popMaLuu;

IpH 00CITy’)KMBaHUM KOMITbIOTEpa Y IOJHOMOYEHHOTrO Juia Knuenra, Ha KoTopoM

ucnonb3yercs Cucrema JIbO, TpeTrbMu nunamMu — o0ecreynBaTh KOHTPOJIb Hall

BBITIOJTHSIEMBIMU UMU JACHCTBUSIMH;

IIPY YBOJBHEHMM YTOJHOMOYEHHOIO Jjuua, umesmero gocrtyn k Kirouy OII,

o0s3aTennbHO MpouH(popMUpoBaTh 00 3ToM bank B nensx OnokupoBku bankom

Kiroua DI1/ Kiroua PayControl;

IIPY YBOJIBHEHWHM YTOJHOMOYEHHOro Jimna KineHTta, MMEBIIEro TEXHUYECKHUU

noctyn Kk cekperHomy Kirouy OII/ Kimouy PayControl, o6s3atensHO

npouHpopmupoBath 00 3ToM bank B nensx OmoxupoBku bankom Kiroua DI/

Kiroua PayControl,

IPU YBOJBHEHUH YTIOJIHOMOYEHHOI'O JIMIA, OCYIIECTBISBIIErO OOCITYKMBaHUE

paboueil cTaHIMK, UCTIOIB3yeMOM 1715l paboTel ¢ Cucremoit JIBO, npuHATH Mepbl

111 00ECTIeYeHUsI OTCYTCTBUS BPEAOHOCHBIX MPOIPaMM Ha KOMITBIOTEPAX;

npu Hannuuu Cuéra B banke:

® KOHTPOJMPOBATh aKTyanbHOCTh HomepoB TenedoHoB 1 Hanpasnenus Koo
noaTBepxkaeHust/SMS-coobmennii/PUSH-cooOmennii, a B cioydae HX



W3MEHEHHUS — He3aMeUIUTENbHO HH)OPMHUPOBATh O TaKOM U3MeHeHuH baHk 1o
¢bopme 3asBiieHUs 00 N3MEHEHUH JaHHBIX;

e uHGOPMUPOBATH YTOTHOMOYEHHBIX JIMII O HEJONMYIICHUU CHUTyalui
MEPETOHCHUST MaMsITH MOOWIBHBIX YCTPOWMCTB, YTO MOXKET SIBJIATHCS
npenstctBueM st npuéma  SMS-coobmienuit banka ¢ Komamm
noarBepxaeHust/ PUSH-cooOIieHunii, a Takke 0 HEOOXOAUMOCTH HCKIHOYUTh
nepenayy MOOWJIBHOTO TejaeoHa, KOTOPHIH HCIOJIb3YyeTCs ISl MOJydeHUs
SMS-coobmienuit banka, TpeThuM JIHIIAM;

e B cinyyae yTpaThl TenedoHa, HA KOTOPbIM mpuxonsr Konbl moaTBep:kIeHUs
ISMS-coobmienns/PUSH-coo0iienus, 00ecrednTh HEMEIICHHYIO OJOKHPOBKY
HOMepa Tese()oHa y orepaTopa COTOBOM CBSI3H;

e uHdopmupoBath bank o cmeHe TteneponHoro Homepa u  SIM-kapThI
MoOuIBHOTO YCTPOICTBA, UCTIOIB3YEMOTro ISl ofydeHuss SMS-cooOrienuii ¢
Komamu noareepxxaennst/ PUSH-cooOmenuii ot banka;

® IpU MOCTYIUICHMH Ha TenedoH YHoiaHoModeHHOro juna SMS-coobmeHuit/
PUSH-coo0mienuii, cBHAETENbCTBYIOMUX O MOMbITKe Bxoaa B Cuctemy JIBO
WIA TIOATBEPXKIEHHUS OTIPABKUA JOKYMEHTOB, KOTOPBIX JaHHOE JIMIO He
COBepIIIaio, HEMEAJIEHHO YBEIOMUTH 00 3TOM baHK B COOTBETCTBUU € pa3aeIoM
[opsimox neiicteuit mpu Kommpomeranuu / mogo3pennn Ha Kommnpomeraruio
Hactosmero [Ipunoxxenus.

TpeOoBanusi mo odOecrnedyeHUI0 0€30MACHOCTH MCNOAb30BaHus KimnenTom
Mob6uabHoro ycrpoiictBa ¢ MoOuabHbiM  npuioxenuem  PayControl,
MoOuniabHbIM npuJiokeHueM banka.

MOOMJIBHOE YCTPOMCTBO, IpeJHa3HAueHHOE /s Hcnojb3oBaHus KimeHToM c
MoOunsabiM npuinoxkenuem PayControl, MoOunbHbIM mnpunoxeHuem banka,
JIOJKHO OBITh MPHOOPETEHO Y O(UIMATIBHOTO TPOAABIIA U OBITH CEPTUDHUIIMPOBAHO
o TpedoBanusiM ['OCT B COOTBETCTBUH C IEUCTBYIOIINM 3aKOHOIATEIHCTBOM JJIsI
UCIIONBb30BaHUs Ha TeppuTopun Pocculickon denepaunu;

MoOmiIbHOE ycTpoiictBo KimeHta wumeer mnoanepkuBaeMyro MoOUIbHBIM
npunoxenueM PayControl u MoOunpHbBIM npuioxkeHneM baHka TUIIEH3MOHHYIO
BEPCHIO ONEPALIMOHHON CUCTEMBI:

a) Android 5.0 u BbIIC;

b) i0S 10.X u BbIIE.

HEe wucnoib3oBaTh MobOwibHoe mnpunoxenue PayControl u  MobOuibHoe
npunoxenne banka Ha MOOWJIBHBIX YCTPOHCTBaX C PACHIMPEHHBIMH IpaBaMHU
(Jailbreak, Root wim wuHble omnepamnuu, HE MOAJACPKUBACMbIC O(PHIIUATBLHO
MIPOU3BOIUTEIISIMN )

JUIL  ONEpPAlMOHHOW cucTeMbl MOOMIBHOTO yCTpPOHCTBA M MPUIIOKEHUH,
YCTaHOBJEHHBIX Ha MoOuiabHoe ycTpoiictBo, KiMeHTOM  ycTaHOBIIEHBI
MaKCHUMaJIbHO BO3MOJKHBIE Ha TEKyIllee BpeMsi OOHOBIICHHS, PEKOMEHJIO0BaHHbIE
MIPOU3BOIUTEIEM/Pa3pabOTINKOM;

MooOwmpHOE Tipuioxenne PayControl camocTosiTennbHO ycTaHOBIeHO KitneHTom u3
OJTHOTO M3 aBTOPHM30BaHHBIX Mara3nHoB npuiiokenuit (AppStore nwim PlayMapxker
s 10S/Android  cootBercTBeHHO). KiMeHT He HCHOIB30Ba MEpexon K
yKa3aHHBIM CepBHCaM M HE COBEpIlal YCTaHOBKY MOOMIIBHOTO NPHIIOKEHUS
PayControl no ccbuike U3 APyrux UCTOUHUKOB;

ecnmi mpu  ycTaHOoBKe MoOwmnpHOro mnpuioxkenus PayControl mosBumucek
CoOOIIeHNUsT O  HEOOXOIUMOCTH  yAaleHHs  MPHIOKEHUS/TPUIOKEHUH,
MPEACTABISIIONUX ~ yrpo3y st MoOunsHoro  mpmioxeHusi  PayControl,
HEOO0XOAMMO YAAIUTh TMPEACTABIAIONUNE YIpo3y MNPHIOKEHUE/ TIPHUIOKEHHS C
MoOWIBHOTO YCTPOKCTBA.



1.

Uit pa30JIOKUPOBKH MOOMIBHOTO YCTPOHCTBA WCIOJB30BaTh MAaKCHMAJIbHO
BO3MOYKHBIN M3 JOCTYIHBIX Ha JaHHOM MOOUIBHOM yCTPOICTBE CIIOCOO 3alUTHI
OT HECaHKIIMOHUPOBAHHOTO JIOCTYIA K (YHKIUSAM YCTPOWCTBA M XPAHSIIIUXCS HA
HEM JTaHHBIM (B TIOPsIIKE YOBIBAHUS CTOMKOCTH 3aIUTHI):

a) CPEICTBO PACIO3HAHUS PAIYKHOM 000TOUKH T71a3a;

b) cpencTBO pacno3HaBanus oTieuaTka nanbia win juma (TouchlD, FacelD);

C) mapoJjib JIMHOIO HE MEHEe 6 CUMBOJIOB (BKJIIOUYast OYKBBI U HH(PHI);

d) rpaduueckuii Kir0yY;

e) PIN-koz.

IIpu ucnons3oBanuu naposst uiau PIN-kona KnueHT 3anoMHun X U HE COXpaHUI B
naMaTi MoOUIBHOTO YCTPOUCTBA.

MOOUIIBHOE YCTPOICTBO HACTPOUTH HA aBTOMATHYECKYIO0 OJIOKMPOBKY yCTpOICTBa
10 UCTEYCHHUH OMPEEIIEHHOTO BpeMeHU (He Oonee 5 (MsITh) MUHYT);

Ha MoOunsHoM ycerpoiictBe noj ynpasieHueM OC Android ucnonb3yercs
CPEACTBO 3aIIUTBl OT BPEJOHOCHOTO KoJa («aHTUBHUPYCHOE MPOTPAMMHOE
obecrieueHue»);

Ha MoOunsHOM ycrpoiictBe moj ympasieHueM OC Android oTKIIOUUTB
BO3MOYKHOCTh YCTAHOBKHM TPUIIOKEHUH U3 HEPOBEPEHHBIX UCTOYHHUKOB;
MoOmWIbHOEe  ycTpoiictBo ¢ Kimouamu — wHunumanmszauuu — PayControl
(mampasmstorcsi/nepenatorcs bankom kaxnomy YJI Knmenra: QR-xom + kon B
SMS-coobmennn) u camoctosiTensHO BhipaboTanHbiMu YJI Kimenta Kimrouamm
DIl na ocHose cpeactBa PayControl, a Takxe aTpuOyThl gocTyna K MoOuimsHOMY
ycrpoiictBy (Jlorun, Ilaponb, rpadmueckuii kmo4, PIN-konx) Hukorma He
nepenaércss KieHTOM HEyNmOJIHOMOYEHHBIM JIMIIAM, BKIIOYas PYKOBOJICTBO
OpTraHU3aIiy, KOJUIET W WIEHOB CEeMbH YIIOJHOMOYEHHOro ymna Kimenra u He
ocCTaBJIeTCs UM O€3 IPUCMOTPa;

MOOMJIBHOE  YCTPOMCTBO, C YCTaHOBJIEHHbIM MOOMIBHBIM HPUIOKEHUEM
PayControl, wucnonp3oBaTh TOJBKO JJIsI TOCEIICHHS CAaWTOB W YCTAaHOBKH
NPUIIOKEHUH, HEOOXOMUMBIX M JIOCTaTOYHbIX KIHMeHTy JuIsi BeleHus ero
KOMMEpPUECKOI/yCTaBHOM EATEIbHOCTH;

. MOOHIIBHOE YCTPOﬁCTBO HC IMMOJKIIIOYATh K KOMIIBIOTCPAM, 0e30IMacHOCTh KOTOPBIX

KiveHT HEe MOKET rapaHTHPOBaTh, @ UMEHHO:

a) obecrieyeHne TOBEPEHHOMN CpeIbl;

b) oTcyTcTBHE yaanéHHOrO yIpaBicHHS,

C) OTCYTCTBHE YCTaHOBIICHHBIX/3AMYIICHHBIX BPETOHOCHBIX TPOTPAMM.

. MOOWJIBHOE YCTPOWCTBO He TmoOAKIouaTh K obmectBeHHbIM WI-FI cersm.

Oo6mectBennsie WI-FI cetu, kak mpaBwiio, MJIOXO 3alIUINEHBI, UX HACTPONKHU
HEU3BECTHEI,

. HUKOrJa 1 HHUKOMY HC COO6IJ_I8.TB HaPOJ'IB JJIsA AyTCHTI/I(I)I/IKaI_II/II/I Ipu BXOAC B

MobusbHoe npuitokenne PayControl u MobunbHoe npunoxeHue banka;

— obecrnieunts ucnonb3oBanue Kmroueit PayControl B Cucteme JIbO tonpko YJI
Knuenra (¢ ycTaHOBIEHHBIMU IPAaBaMH MOAIUCH);

— B Cllyuae BO3HMKHOBEHUs BOIIPOcoB 1o pabote B Cucreme JIbO ¢ MoOuiabHbIM
npuioxxkenneM PayControl 1 MoOunsHbIM npusioxkeHnemM banka odpaTuThes B
ciyx0y moanepxku banka mo TenedoHy Ciy:KObl TEXHUYECKON MOAIEPHKKH,
yKa3aHHOMY Ha oduiuansHoM caiite banka B cetu MiHTepuer www.abr.ru.

JlonoJIHUTeIbHbIE peKOMEHIALMH VIS BJajleiblieB CMAPT(OHOB:

YCTAaHOBUTh Ha BamieM MOOWIBHOM YCTPOMCTBE W PETYISIPHO OOHOBIIATH
MOOWJIbHBIA aHTUBUPYC (PEKOMEHAYETCS MCIOIb30BaTh aHTHUBUPYC POCCUHCKOTO
MIPOU3BOIUTEINS, TAK KaK OH YYUTHIBACT PETHOHAIBLHYIO CIICIIU(DUKY BPEIOHOCHOTO
11O);



— CBOEBPEMEHHO yCTaHABIUBATH OOHOBJICHUS IS Baliero MOOUIEHOTO YCTPOHCTBA
M YCTAHOBJICHHBIX Ha HEM MPUWIOKEHHUU. YCTAaHOBKY MPOU3BOJIUTH TOJIBKO W3
aBTOPHM30BAaHHBIX MarasMHoB mpuiokenuit (AppStore wmu PlayMapker mist
I0S/Android cooTBeTCTBEHHO, MapKETOB IMPOU3BOAUTENICH YCTPONCTB U T.IL.).
Wuple cnocoObl YCTAHOBKM TPHJIOXKCHHH W OOHOBIICHHMHA HEOE30IacHbI.
Henomyctima ycTaHoBKa WM OOHOBIICHHE NPHIOXKEHUI Mo ccbuike B e-mail /
SMS-coobmennn ot mMmeHn banka. OOparute BHMUMaHue: baHk HuKorma He
BBICBITACT muceM u SMS-cooOIIeHri ¢ MPSIMBIME CCBUIKAMHU Ha YCTAHOBKY WIIU
OOHOBJICHHE TIPUIIOKEHUIA,

— IpH yCTaHOBKE Ha Bame MoOOWIBHOE YCTPOHCTBO  JOMOJHHUTEIHHOTO
MPOrpaMMHOTO obOecriedeHusl oOpaiiaiiTe BHUMAHHE Ha TMOJHOMOYHS, KOTOPBIC
HEoOXOoAMMBI Tporpamme. He momyckaTh YCTaHOBKH MPOrpamMM, KOTOPBIM
TPEOYIOTCS U3ITUIITHAE ITOJTHOMOYHS, OCOOCHHO B YaCTH YTCHHSI M OTHPaBKU SMS-
cooOmieHni, goctyna Kk cetu VHTepHer, kiaBuarype W T.nm. [lpu Hamuuuu
TEXHUYECKOH BO3MOXHOCTH PEKOMCHIYETCS BKIIOYUTH Ha MOOWIEHOM
YCTPOHCTBE PEIKUM YCTAHOBKH TOJIBKO IMOJANUCAHHBIX MPUIOKECHUN C IPOBEPKOU
cepTudUKaTa;

— ecnu Bbl 3ametnny, uto Ha Bame MOOUIBHOE YCTPOHCTBO NIEPECTAH MPUXOIUTh
SMS-coo01ieHus, B TOM 4Yuciie MepecTaiu MpuxoauTh Koasl moarBepxacHus/
PUSH-coobmennst ot banka, He0o0X0AWMO TPEKPATUTh HCIIOJIB30BaHHUE
MoOwibHOrO ycTpoiicTBa. B nmaHHOM cily4ae BO3MOXXKHO MOIICHHHYECTBO C
3apakeHHEeM Bamiero MOOWJIBHOTO YCTPOHCTBA BHUPYCOM, TEPEXBATHIBAIOIIHM
SMS-coobuienusi. Jlis mpoBepKku peKoMeHayeM ycTaHOBUTh SIM-kapty B ipyroe
MOOWJIBHOE YCTpOWCTBO, npoBectu omnepamnuio B Cucreme JIBO u moxnmatees
npuxona Koma mnonrsepxkaenus/ PUSH-cooOmenus. Tak ke o 3apaxeHHH
BHPYCOM MOJXKET CBHJICTCIILCTBOBATh IIOJO3PUTEIIbHAS paboTa yCTPOWCTBA
(caMompou3BOJILHBIE 3BOHKH u PacChUIKN SMS-coo011enni,
HECaHKIIMOHMPOBaHHAs 3arpy3ka M YCTaHOBKa MporpaMMHOro obecrieucHus). B
cllydae BBISBIICHUS JaHHBIX ()aKTOB PEKOMEHIyeM OOpaTUTHCSA 3a TMOMOIIBIO B
CIy’)k0y TEXHHUYECKOW TMOJJICP)KKU TMPOW3BOAMUTENS Bamrero MoOWIBHOTO
YCTPOMCTBA.

M  Tlopsnok aeiicrBuii npu Komnpomeranuu / nogospenun na Komnpomeramuio
- Kmuenty B mensx wuHdopmupoBanuss banka o0 HacTymiaeHHH COOBITHS

Kommnpomeranuu mwin nono3penust Ha Komnpomeraniyio B IeHb BbISIBIEHUS (hakTa

Komnpomeranun/ nogo3penust Ha Komnpomeraro He0OXOAMMO OMOBECTUTH 00

stoMm bank mo TenedonHy ciyxObl TexHuueckor momamaepkku Cucremsr [1BO,

yKazaHHOMY Ha odunumansHoM caiite banka B cetm MHTepner www.abr.ru B

pasnene «Bxon B UnTepHeT-bank» (okHO Bxona B Cuctemy /[BO).

YcrHOe obpatieHne 1o TesnedoHy ciayxkObl TeXHUYECKON MozaepKku CHCTeMBI

JIbO o mnpuocranoBineHun wucnoiab3oBanus Cucremsl JIBO gomxHO OBITH

MOJITBEPXK/IEHO MUCHbMEHHBIM 3asiBjieHrneM o koMmrpometanuu ([Ipunoxenne Ne 11

k IlpaBunam), ¢opma kKoToporo pasmemieHa Ha oduuMaabHOM caiite banka

(www.abr.ru).

- Ilpu unpopmupoBanuu banka nmo tene@oHy ciayxkObl TEXHUYECKOW MOAIEPKKH

Cucremnl J1BO:

e [lIpencraBurens Kiumenra (3asBuTens) cooOmiaer HauMeHoBaHue KimeHrta
(Bmamenpiia Cuéra), ceon ®UO u gomxHOCTh, a Takke OO u 10MKHOCTH
YnoaaomoueHHOro Jinna KinenTa, B OTHOIIEHUH KOTOPOTO BBISIBJICHBI COOBITHS
Komnpomeraunu wimn nono3penus Ha Kommnpomeranuio;

e bank mo dakry oOpamenus npexacraButenss KiueHra — (3asBUTENS)
HE3aMEUINTEIbHO:


http://www.abr.ru/

— o0ecreynBaeT BPEMEHHYIO OJIOKMPOBKY CKOMITpoMeTHpoBaHHoro Kirroua
SOI1 (YHOII, YK3II) VJI Knuenta B Cucreme 1bO. BpemenHnast 6;10KMpoBKa
Kmroua PayControl/ VYcrpoiictBa mnoarBepxkaenus YJI Kimenra He
OCYIIECTBIISICTCS. VYnanenne Kimroua  PayControl/  Verpoiictsa
noarepxkaenus YJI Knuenra B Cucreme JIbO mipu obpariiennu o tenedony
OCYIIECTBIISICTCS ~ IIOCTE TOJYYEHHUS TOATBEPXKICHUA 10  TenedoHy
MTOATBEPKICHUSI SKCTpeHHOU OokupoBku Kiroueit OI1;

— obOecrieunBaeT coBepliieHue TenedOHHOro 3BoHKAa KiueHTy Ha Homep
TeneoHa TOATBEPXKICHUS OSKCTpeHHOW OyokupoBku Kirouerr DI
Nudopmanus o Homepe TenedoHa NOATBEPKIASHUS SIKCTPEHHON 0JI0KUPOBKU
Kiroueit OII ykaspiBaercs KimenTtom B 3asBieHMM B LEISAX IOJIYYEHUS
noareepxkaenus ¢akra Kommnpomeranuun/ nogo3penus Ha Komnpomeranuto.

e bank B cinyuae, ecnu 1o pakty TenedonHoro 38o0HKa KineHTy noarsepkaieHue

HeoOxoaumoctu OnokupoBku Komroua DOI1/ ymanenuss Kimroua PayControl/

VYerpoiictBa noareepxaeHus ¥YJI He noiay4yeHo:

— cHUMaeT BpeMmeHHyl OnokupoBky Kimoua DII (YHOIL, VYKO3II),
YCTAHOBJICHHYIO 110 (PaKTy BXOMSALIETO Tee(OHHOTO 3BOHKA 3asBUTENS, HE
ynamsietr Kimrou PayControl/ YerpoiictBo oarBepxaeHus. MHbie 1eiicTBUS B
Cucreme /IBO B ciydae HeoOxoaumocTu baHk coBepiiaeT Ha OCHOBaHUU
npenoctasieHHoro Kirenrom 3asBiaeHuss 0 KOMIPOMETAIIHH.

B cnyuae He mpenmoctaBnenus Knmentom B bank Homepa TenedoHa MOATBEPKACHUS
sKcTpeHHOH OnokupoBku Kimroueir D11, 6mokupoBka ckommpomerupoBanHoro Kirroua DI,
ynanenue Kiroua PayControl/ Yerpoiicta noarsepxaenus YJI Kirenta Ha OCHOBaHUH
BXOJIs1Ier0 TeneoHHoro 380HKa Kinenta He ocymecTBiseTcs.

- Ilo daxty nomyuenuss or Knmenra mnpopmamuu o Kommpomeranuu uinu B ciaydae
BbIsIBIIeHUs bankom ¢akta Komnpomerannu/ mo0bix nono3penuit Ha Kommnpomeranuio
(npu Hanuuuu y banka mHpopManuu o coObITHAX, OTHOCAIMXCS K Kommpomeranun),
bank He3amemuTensHO OoKHpyeT ckoMipoMeTrpoBaHHblii Kirtou D11, ynanser Kirou
PayControl/ Ycrpoiicto moarsepxkaenust YJI Knuenta B Cucreme /15O, mpekparaer
npuéM U ucrnonHeHue I/, MOAMUCAHHBIX CKoMIpomeTHpoBaHHBIM Kirouom OI1/
Kirouom PayControl.

- B nemsax nomyyenust HoBoro [laposns, KimoueBoro Hocutens (USB-Toxken), YcrpoiicTBa
noareepxkaeHuss KnueHnt nmbo 3ampammBaeT uX B 3adBIEHUUM O KOMIIPOMETAIMM B
MOMEHT yBenomiieHust banka o Hactyrienuun ciaydass Komnpomeraryu, mu6o noaaér B
bank 3asBneHue 00 M3MEHEHWH AAHHBIX B TOpANKe, ompeaenéHHoM mm. Ommoka!l
HcTouHuK cCbLIKY He HaliieH. HacTosAuX [IpaBuil.

- TDenepanmio HoBbix Kimouedt I/ Kioueit PayControl Kmuent ocymiectBisier B
COOTBETCTBUM C pazzneioM OmmoOka! MCTOYHMK CChIKM He HaWJIeH. HAaCTOSIIHX
[IpaBui.

He BHOCHUTH wuCHpaBieHHS, W3MEHEHUS WM JOTOJHEHHS B CIEIHUATU3UPOBAHHOE
porpaMMHOE O0ecTieueHre U TEXHHUECKYIO TOKYMEHTAIIUIO0, IPEI0CTaBIeHHbIe baHKOM 110
Horosopy JIBO, He nepenaBaTh X TPETHUM JIMIAM, a TAKKE HE MEPeaaBaTh TPETHUM JIULIAM
KitoueBsie HOCHTENH, YCTpOWCTBA MOATBEpPXKACHUSA, cBeleHus 1o Gopmaram D] u
TEXHOJIOTHH BX 00paboTku Kinnentom u bankom, a Takke mpoure CBEICHUS, OTHOCSIITHECS
k JJorosopy J1BO.

TpeboBanusi, ycTaHOBJIEHHbIE HacToAmMM llpuioxkeHuem, B cliydyae HCIOJIb30BaHUS
Knuentom Kanana «uterpaunonneni Knmuent-bank» pacnpocTpaHsoTCs Ha CTOPOHE
Knuenra Ha Bce paboune mecta Kinuenra, kotopsie yuacTBytoT B oomeHe D1 ¢ bankom ¢
ucnonb3zoBanueM Kanana «Murerpaunonnsiii Kiinent-banky.






